O60mue Mmepbl 0€30NMACHOCTH MPHU COBEPUICHUN ONEPAIUIA 10 MJIATEKHOM KapTe

1. Bam I[IMH-xox sBAsSieTCS aHAIOTOM COOCTBEHHOPYYHOH MOANKCH M MCIIONB3YeTCs Ul JOCTyIa K
JIEHEXKHBIM cpencTBaM Ha Bamem cuere. Hukomy He coobmaiite [TMH-koa, B TOM uncie poicTBEHHUKAM,
3HAKOMBIM, KacCHUpaM U JIt0JsiM, ToMoraroimuMm Bam B ucnonb3oBanuu kaptel. Kpome Bac HUKTO He 3HaeT
[IMH-kon (maxke corpyaHuku Oanka). [Ipu monydeHHH depe3 SJICKTPOHHYIO MOUTY NuceM oT baHka ¢
poch0Oi MOATBEPAUTH JTaHHBIE CBOCH KapThl U cooOmmuTh cBoit [IMH, coobmmuTe 06 sToM B bank u Hu B
KOEM cllydae HE CIEIyHTe YKa3aHHBIM B MHUCbME MHCTPYKIUSAM. MIMHUTHpOBaHHE 3alpocoB OT OAHKOB C
npock00l TONTBEPXKIACHUS JTAaHHBIX Jep)Karenei KapT (BJaJenbleB cueTa) sBISETCS OJHUM M3 BHJIOB
MOIIIEHHUYECTBA, TTO3BOJIIOIIUM MONYYUTh KOH(QUICHIMATBHBIC JaHHBIE O KapTe JAJs MOCIEAYIOMIET0 MX
WCITOJIb30BAaHUSI B MOILIEHHUYECKUX LIETIAX.

2. 3anomuute IIMH-xox mnm, ecin HE MOXETE ATOrO CAENAaTh, XPaHUTE €r0 OTAEIBHO OT KapThl B
HESBHOM BHJI€ U HEIOCTYITHOM JUJIsl IOCTOPOHHUX MecTe. [loMHUTE, OTBETCTBEHHOCTh 3a BCE OINEpALUU C
ucnoap3oBanrem [IMH-kona Bcerna Bo3naraercsi Ha KIMEHTA.

3. He nepenaBaiite kapTy ApYyrum JIMIaM, TOJIBKO JI€pXkKaTeIb IUIATEKHOW KapThl, Y€ MMsI Ha HEH
HaIKMCaHO, UMEET IPABO €€ UCIO0Ib30BATh.

4. Ilpu mosy4eHUW KapThl PACHHUIIUTECh IIAPUKOBOM PYyYKOM Ha OOpaTHOW €€ CTOpOHE B MeECTe,
npeIHa3HAYCHHOM JJIsi TOJIIUCH JepKaTells IUTaTeXHOW KapThl (€CiaM JaHHOE TOoJE MPEAyCMOTPEHO
JNEHCTBYIOIMMHU TpaBUiaMH IJIaTexkHOM cuctemsl). [loanucy Ha kaprte sBisieTcs o0pa3LoM JUisl CBEPKU
npu odopmIIEHUU omepanuii ¢ HUCHOJIb30BaHUEM KapThl B TMPUCYTCTBHHM KAacCHpa W CIYXHUT MJis
IIPEAOTBPALIEHUS] HECAHKIIMOHUPOBAHHOIO UCIIOIb30BAHUS KapTBhl.

5. Ilpemoxpansiiite KapTy OT CHJIbHBIX MEXaHUYECKUX, TEMIIEPATYPHBIX M 3JIEKTPOMATHUTHBIX
BO3JICHCTBUI.

6. PerynsapnHo nonyuaiite Beinucku no Bamemy cuery B banke nim JlononauTtensHbix opucax banka
B MOOWJIbHOM TpmiioxkeHuu MHTepHeT-banka u KoHTponmpyiiTe Bce omeparuu. MHOTAa BO3MOXKHOCTH
OMPOTECTOBATH OIEPAIIMIO 3aBUCUT OT TOT0, Kak ObicTpo BhI 3asBunu 00 3T0M B baHk.

7. CoxpaHsiiTe BCE NOKYMEHTBHI IO OINEpauusM C HCIOJIb30BAHMEM KapTbl, B TOM YHCIE U TIO
HEYCIEITHBIM OTIePaIUsIM (TIOTBITKAM).

8. He cooOmraiiTe pekBU3UTHI CBOECH KapThl (HOMEp IUIATEKHON KapThl, €€ CPOK ICHCTBUSA, TpHU
nocineare MUGpsl Ha TMOJIOCE JUIS TMOMAIMUCH) IO OTKPBITHIM KaHalaM CBsI3U, OCOOEHHO B MHChMax
JNIEKTPOHHOW TOYTHI, TIe OHM MOTYT CTaTh JOObIUEH MOIIEHHHMKOB. B cilydae, ecnu mpemocTaBieHHe
JAHHBIX HEOOXOIUMO JIJIsl TPOBECHUS OTEepaIliy OIUIaThI (OTmepaluu mo TenedoHy, yepe3 HHTepHET, dakc
U1 OpOHUPOBAHUSI OTENsI, Typa), CTapalWTech IOJL30BAThCS YyCIAyraMH KOMIIAHUW ¢ Oe3ympedHou
permyTanueil ¥ KCIOoJIb30BaTh MAaKCHUMAIbHO O€30MacHbI Crocod MpenocTaBlIeHUS JaHHBIX (HAmpumep,
HNHTepHET calThl C UCIOJIB30BAHUEM COBPEMEHHBIX TEXHOJOTHH 3aIUThl JaHHBIX). [loMHUTE O TOM, YTO
[IMH-kox He BXOAWUT B UYHCIO PEKBU3UTOB KApPThl JUIS YJAJEHHOIO NPOBEIAECHHUS OIEepaluil,
COOTBETCTBEHHO, TpeaocTaBieHne Bamm komy-mn6o wuHbopmamuu o I[IMH-xoxge (mox kakum Obl
IPEIOrOM OHA HU TpeOOoBajach) JOJKHO OBITh UCKIIOUYEHO.

9. Ilpmu 3BoHke 1O TenedoHy OT HMMEHH COTPyJAHHMKAa baHka ¢ mpock0O  COOOITUTH
KoH(puAeHIHanbHbIe qaHHble 3anumuTe O.1.O., TomKHOCTh U HOMEp TeledOoHa 3BOHUBILETO; HUYETO HE
coo0ImIaiiTe eMy, Mociie 3TOTO TMepe3BOoHUTEe B baHK 1Mo mMerommmcs y Bac TenedoHaMm (Hampumep, 1o
YKa3aHHOMY Ha 00OPOTHOM CTOPOHE KapThl) M COOOIIUTE O CIyYHUBIIEMCS.

10. Corpynnuku banka HUKOT1a U HU MPU KaKHUX YCJIOBHSX HE JOJKHBI CIIPAIIUBAaTh Y BAC PEKBU3UTHI
KapThI.

11. Ecnm BBl cuuTaere, 4To Kakas-nuOo mnepcoHagbHas MHPopMaIusa Obula pacKpbITa, TO HEMEJIEHHO
CBSDKUTECH C baHKOM.

12. 3actpaxoBaTh cebs OT OONBIIMX TOTEPh BBl MOXXeTe, YCTAaHOBHUB CYTOUYHBIN JIUMHT Ha CyMMY
orepauuii o coeit kapre. Ecnu Bam noHanoOuTCs CHATH CyMMY, IPEBBIIIAIOIIYI0 CYMMY JIHMMHUTA, BCET/1a
MO>KHO 00paTuThcs B baHk U Ha BpeMst MOBBICUTD JIUMHUT.



13. Hcnonp3yiiTe cucteMy uH(PpOpMUpOBaHUS 00 Omepanusx Mo KapToyke 1Mo MOOMIBHOMY TelehoHy
npu nomommu SMS-coolmieHuii. ITO MO3BOJIUT HE TOJBKO Cpa3y K€ y3HaThb O HECAHKIIMOHMPOBAHHOU
Bamu oneparuu no kapTe, HO U IPUHSTH pelIeHHe 00 IKCTPEHHOH OJOKUPOBKE KAPTHI.

14. OTHOCUTECHh K XpAaHEHHIO KapTOYKU TakXke Kak Bbl OTHOCUTECh K HAJIUYHBIM JEHEKHBIM
CpeICTBaM.

15. 3anummure U Bceraa XpaHUTe ¢ co00il, HO OTAEIBHO OT KapTOUKH, HOMep Bameil kapTel, HOMep
tenedona banka, kogoBoe ciioBo, 1Mo kotopoMy bank maentuduuupyer Bac kak 3akOHHOTO JepKaTels.
Ota uadopmanus Oyzner HeoOxonuma Bam B ciyyae BOZHMKHOBEHMS KaKHX-JIMOO MpPoOIeM ¢ KapTOUKOU
(HampuMmep, B CiIy4ae €€ yTpaThl).

16. Eciu Bbl yTpaTwim KapTy WiIM B pe3yibTare KakKoW-IMOO MOJO3pUTENbHON cUTyalnmu Bam
nokazanock, 4ro Bam [TMH-kox wim npyrue peKBU3UTHI KapThl CTAIM W3BECTHBI MTOCTOPOHHUM JIFOJISM,
HEMEeUIEHHO coolmaiite 00 3ToM mo TtenedoHy KpyriocyTodHoit CiyXObl MOIAECPKKH JepxKaTenen
mIaTeKHBIX KapT: +7 (495) 785-15-15. Ilocne OMOKMPOBKM KapThl 00s3aTeIbHO HampaBbTe B baHk
NMCbMEHHOE 3asBJIECHUE O €€ yTpare, TaKk KaK COIVIACHO YCJIOBMM MCHOJb30BaHUS KapT Brl Hecere
OTBETCTBEHHOCThH 3a BCE OIEpally ¢ KapToil 0 AaThl HaMpaBiieHUus B baHK MHUCbMEHHOIO 3asBJICHUS O €
yTpare BKJIOuMTeNbHO. (CBoeBpeMeHHass OJOKMpPOBKA KapThl  IO3BOJUT  CHHU3UTh PUCK €€
HECaHKIIMOHHUPOBAHHOTO UCIIOJIB30BAHUS

MepsbI 06€3011aCHOCTH NIPH MCIIOJIb30BAHUM IUIATEKHOM KapThl B ceTu MHTEpHET

1. He orBeuaiiTe Ha DJEKTPOHHBIC MHChMA, B KOTOPHIX SKOOBI OT WMeHHM banka Bac mpocsar
NPEOCTaBUTh MEPCOHAIBbHYI0 HH(popManuio. CeskuTech ¢ bankoMm mo Homepy TenedoHa, KOTOPBIN
u3BecTeH BaM Kak HCTUHHBIN, YTOOBI BEISICHUTH MOAJIMHHOCTD MTUCHMA.

2. Huxkorpga He ciemyiiTe 1o CChIJIKAM B TAKUX MHUChMax (J1axke Ha cailT 6aHkKa), T.K. OHU MOTY BECTH Ha
MOIIICHHUYECKUE CaUTHI.

3. Huxorma He packpbiBaiiTe uepe3 VHTepHeT-pecypchl Takyto uHpopmarmio kak ITHMH-kox,
PEKBU3UTHI KAPThI ¥ MApOJIM IOCTYIA K pecypcam baHka.

4. Jlng omuiaThl MOKYIIOK 4epe3 cailThl B ceTH MHTEpHET JIydllle HCIOJIb30BaTh OTICIBHYIO KapTy (C
OTJICIbHBIM CYETOM WJIM OrPAaHUYEHHBIM JIMMUTOM), MPEAHA3HAUYEHHYIO TOJIBKO JJIsi JaHHOM IIeJH.
JleHe)xHblE cpeAcTBa Ha HEE PEKOMEHAYETCS IEepeBOJUTh HEMOCPEACTBEHHO IIEpe] HaMEpEeHUEM
COBEPUINTDH MOKYIKY B 00beMe HEMHOTUM OO0JIbIIIE MIIAHUPYEMBIX PACXO0B.

5. Ilosp3yiiTech ycilyramMud TOJIBKO H3BECTHBIX M IIPOBEPEHHBIX TOPIOBBIX IPEAIPUSITHH.
[Ipeanourenrne HEOOXOIMMO OTAABATH MPEANPHUATHSAM, MOAKIIOUYEHHBIM K Tiporpammam Verified by Visa
(ITpoepeno Buzoit) u SecureCode (besonacusriit Kox), MirAccept

6. VYOeaurtech, YTO y Bac €CThb BO3MOXKHOCTb CBSI3aThCSI C TOPTOBLIEM B CiIy4yae CIIOPHOW CUTYallUU UITH
BoIpoca. Y0oenuTech B IPaBUIBHOCTH aAPECOB (Tene(oHOB), TaHHBIX HA CTPAHUIIE.

7. IlposepsiiTe anpeca MHTEepHET-CAalTOB, K KOTOPbIM BBl MOJKIIOYAETECh, T.K. 3JI0YMBIILICHHUKA
MOTYT HCII0JIb30BATh [10X0KHE HAa3BaHMsI ISl CO3/IaHUS MOLLIEHHUYECKUX PECYPCOB.

8. H30eraiiTe monb30BaThCs yciayramMu MHTEpHET-pEeCypcOB COMHHUTEIBHOTO COACPIKAHUS, 3a49acTyIO
OHU CO3/IAIOTCS CHEUUANBbHO JJIS MOJXy4eHUS MHPOPMALMU O IJIATEXKHBIX KapTax U IOCIEIYIOLIero ee
HEIIPaBOMEPHOTO MCIOJIb30BAHMUS.

9. Ecmu ectp kakue-1100 MOJO3PEHHS MO CTPAHULE, WM Bbl HE XOTUTE MPEJOCTABIIATH JIETAU IO
KapTe WM MEPCOHAIbHbIE CBEICHHUS, TO IOKHHbTE CTPaHUILy, COOOLIMTE O IMOAO3PEHHUSIX B OaHK,
IIPOU3BENNTE TIOKYIIKY B IPYTOM MECTE.

10. KoHTponmupyiiTe CBOIO DSJIEKTPOHHYIO IIOYTy, HE OTKPBIBAMTE COOOIIEHUS OT HEM3BECTHBIX
ajJipecaTtoB, HE IepeJaBaiiTe CBOM JIMYHBbIC JaHHbE. B ciiyuae HEOOXOJUMOCTH TMepeaaTh CBOIO
NEPCOHAIBbHYI0 MH(OPMALMIO JOBEPEHHOMY IMOJIy4yaTesll0 MCIONb3yWTe CpelcTBa KpUNTorpadudeckon
3alUTHI, T.K. OOBIYHBIC ITOYTOBBIE IOCIAHUS MOTYT OBITH MEpEeXBaueHbl U HCIIOJIL30BAHBI JJIs1 HAHECCHUS
BaM BpeJa.

11. YcranoBute Ha cBOW KOMIbBIOTEp (CMapT(oOH) aHTUBUPYCHOE MPOrpaMMHOE OOeCleYeHHe U
PEryisipHO MPOU3BOJUTE €ro OOHOBJIEHHE W OOHOBIIEHHE APYTUX HCIOJb3YEMBIX BaMHU MPOTPaMMHBIX
IPOAYKTOB (ONEPALIMOHHONW CUCTEMBI M IMIPUKIAIHBIX MPOrpamMMm), 3TO 3aIIUTUT Bac oT BUpycoB U apyrux
JECTPYKTUBHBIX IPOTPaAMM.



12. YcraHoBuTe Ha KOMIBIOTEp MexceTeBo skpaH (firewall), KOTOpBIE MOMOMXET MPEAOTBPATUTH
HEaBTOPU30BAaHHBIN JOCTYII K BalllEMy KOMIIBIOTEDPY.

13. CoBepimaiiTe TOKYIKH TOJBKO CO CBOETO KOMITBIOTEPA, HE MONb3yiTech HTepHET-Kade u npyrumu
JOCTYMHBIMU CPEICTBAMH, TAE€ MOTYT OBITh YCTAHOBJICHBI MPOTPAMMBI-IIITUOHEI, 3allOMHHAIOIINE
BBOJMMbIE BaMU KOH(UACHLIUATIbHbIE JaHHBIE.

14. BwiOupaiiTe HeTpUBUAIIBHBIC TAPOIIH, KOTOPBIC HE CBSA3AHBI C BAIIMM JTHEM POXKICHUS WU APYTUMHU
MIePCOHAILHBIMU JTaHHBIMU. Eciii BO3MOXHO, BBIOMpaiTe CHMBOJILHO-IIMGPOBBIC Mapoy. He 3anuceiBaiite
napojii U HUKOMY He coobmaiite ux. Eciu Bel 6outech 3a0bITh CBOM Mapoib, MpUAyMaiiTe NOHSATHYIO
Tonbko Bam cucremy ero 3amucu (Hampumep, B BHAEC HOMepa TenedoHa WIM ajapeca B TenedOHHOU
KHUXKKE).

15. CobnronaiiTe OCTOPOKHOCTH TPU COBEPIICHUH OIJIATHI C IMOMOIIBI0 KapThl Ha MHTEpPHET-caiTax
OTIepaTopoB MOOWIIbHOW CBsI3U, MIHTEpHET-NpOBaliIepoB, UTPOBBIX CalTax, COLMAIBHBIX CETSIX U calTax
norepeit. [Ipockba mpou3BoAUTH JaHHYIO OIUIATy Yepe3 TEPMHHAbI, OAHKOMATHI, a TAKXKE C MOMOUIBIO
JIEKTPOHHBIX KOILIEJIBKOB.

Mepbl 0e301aCHOCTH IPH MCNIOJIb30BAHUM IJIATEKHBIX KAPT B 0aHKOMATAaX U
TOProBO-CEePBHUCHBIX MPeANPUSITHIX:

1. CrapaiiTech OTB30BaTHCS OJHUMU M TEMH K€ OaHKOMaTaMu, KOTOpbie BaM X0poIio U3BECTHBI.

2. B cnydae HeoOXOIUMOCTH HCIIOJIL30BaTh HOBBIM OaHKOMAT, BRIOMpANTE XOPOIIO OCBEIICHHBIH U
YCTaHOBJICHHBIN B yTOOHOM MecTe.

3. Ilpexnme yem momoWTH K OaHKOMAaTy, OCMOTPUTE OKpY’)Kaloliee MpOCTpaHCTBO. B cmydae
HAXO0XICHUS MTOOIN30CTH MOT03PUTENBHBIX JTIOACH, BOCTIOIB3YHTECh IPYTHUM 0aHKOMATOM.

4. Ilepen Tem kKak MOJOWTH K OaHKOMATy, JOCTaHBTE CBOIO KapTOUYKYy W JEpPKHTE ee B pykax. He
OTKpbIBaliTe OyMaXKHHK, KOIIEIEK, CYMKY, OapCceTKy HEMOCPEICTBEHHO OKOJI0 0aHKOMAaTa WM B OYepean K
HEMY.

5. Tlepen ucnonp30BaHUEM OaHKOMAaTa OCMOTPHUTE €ro BHeIHU Bu. Eciu Bel oOHapyxuTe Hanmm4uue
KaKUX—JIHO0O TIOCTOPOHHHMX W3JETHi, MPEIMETOB, IMPOBOJOB, CIEAOB KOHCTPYKTHUBHBIX W3MECHCHH,
BO3/IEP)KUTECH OT UCMOIb30BAHUS KapThl B TAKOM OaHKOMATe.

6. bBynpTe 0COOEHHO OCTOPOXKHBI, €CIM KTO-TO MOCTOPOHHUN TpeiaraeT Bam okono OaHkoMmaTa
MOMOIIIb, J1aXke eclii y Bac 3acTpsiia kapTouka WJIM BO3HUKIIM MPOOJeMbI ¢ MpoBeAeHueM omnepanuu. He
HaOupaiite [IMH-xon Ha BUIYy y TpeThbUX JMIL (BKJIIOYAs Ipy3ed M POJACTBEHHUKOB), HE MO3BOJIAiTE cels
OTBJI€Yb, T.K. B 3TOT MOMEHT MOUIEHHHKH MOTYT 3a0paTh U3 OaHkomara Bairy kapTOuKy WM BbIJAaHHBIE
JIEHEXKHBIE CPEJICTRA.

7. Ecmm y 6ankomara 3a Bamu HaxonuTbest odepenp, yOeauTeCh, YTO HUKTO HE MOXKET YBHIETh Bar
[I1MH-kox.

8. Ilpu BBozme [IMH-kona Haxomutech kak MOKHO Onroke k Oankomary, BBogute [IMH-kox cpennum
nanblieM PyKH (IIPU 3TOM, JIAJOHb PYKH OKa3bIBACTCS PACKPHITOW M 3JIOYMBIIIJICHHUKY TOpas/io CIOKHEe
YBUJIETh, KaKMe KHOMKHA BBl HakummaeTe), 1Mo BO3MOXXHOCTH, BTOPOM PYKOW 3aKphIBAaTE KJIaBUATYpy OT
MIOCTOPOHHETO 0030pa.

9. Bgoaure [IMH-kox ToNBKO TOCTIE TOTO Kak OaHKOMAT MONpocHuT Bac 00 aToMm.

10. He npumensiite pU3NUECKYIO CUITY, YTOOBI BCTABUTH KaPTOUKY B OAaHKOMAT.

11. Ecnm Bam xaxkercs, yTo 6aHKOMAaT pabOTaeT HENMpaBWIbHO, HAKHUTE KHOMKY "oTMeHa", 3a0epute
CBOIO KapTOYKy W BOCIOJB3YyHTECh ApyruM OaHkomatoM. Ecium mpoOiembl BOSHUKIM IOCIE€ MOMEHTA
BBOJIa 3aIlPOLIEHHONW CyMMBI, I OaHKOMAT 3axBaTui Barry kapTy, He OTXOIUTE OT OaHKOMara 0 TeX
nop, MoKa He yOeAWTech B 3aBEPIICHUM OMNEpallid, OTKa3e B BBIJAYE WU B TOSBICHUHM Ha JKpaHe
MpUIJIAlIeHUs MPOBECTH HOBYIO Olepanuio. B MpoTUBHOM ciiywae, mocie TOro kak Bel oToitaere ot
0aHKOMAaTa, OH MOKET BEPHYTh KapTy WIH BBIAATH 3aMpoileHHbIe BaMu 1eHexKHbIE Cpe/ICcTBA.

12. Tlpu HeBbIIaye NEHEXKHBIX CPEICTB 00SA3aTENBHO OXKIUTECh OKOHYAHHS OIEpaluu, Jy4lle Mpu
3TOM JIJIsl YBEPEHHOCTHU MPOBECTH 3aMPOC OCTATKA.

13. Tlocne momyyeHus: IEHEKHBIX CPENICTB MOJOKUTE HATMYHOCTh U KapTOUKY B OyMa)KHUK, KOILIEJEK,
CYMKY U T.II. ¥ TOJBKO TOCJI€ 3TOTO OTXOAUTE OT DaHKOMATA.



14. Tlpu mosnb30BaHUU KAPTOYKOH B TOPTOBBIX MPEANPHATHSIX CIEIUTE, YTOOBI KapTOuKa HE Mcue3aia
u3 Bamero noss 3penus. [Ipu neodoxoaumoctu BBectu [TMH-k07 3aKkpoiiTe Ki1aBuaTypy pykoi Tak, 4TOObI
HU IPOJAABELl, HU HaxoAsluecs psaoM ¢ Bamu KIMeHTbl He BUAEIM BBeACHHBIX Lu¢p. Ecau kro-To
yBunuT Bam [TMH-kxon, mocie 3Toro KapTouky MOTYT YKpacTh U OBICTPO CHSTH BCE JICHEXKHBIC CPECTBA B
OGaHKoMare.

15. Tlepen Tem, Kak CTaBUTh MOJNKMCH HAa YEKE WJIU CIHUIE, yOSAUTECh B TOM, UYTO YKa3aHHas CyMMa
coBnajaer ¢ ¢pakTudeckoil. B ciydae, eciin B yeke He yKkazaHa CyMMa WIN yKa3aHHas CyMMa HE COBIAJAeT
¢ (pakTHUYECKOU, HU B KOEM ClIydae He MOJIMUCHIBAITE YeK.

16. B cmywae, ecnmu omepanus 1O KapTe NPHOCTAHOBJIEHA, HEOOXOAMMO YOEAWTHCS B TOM, UTO
[Iponaserny orMeHU (0TO3BaJI) aBTOPU3ALMIO MIPOU3BOJMMON ONEpalMi, B MPOTUBHOM ClIy4ae Ha CHETE
KapThbl Ha BpeMs OyzeT OJ0KMpOBaHA CyMMa HEOKOHYEHHOW Onepalnuu.



